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Secure Messaging Scorecard

» | 'electronic Frounteer Foundation (una ONLUS che
dal 1990 si occupa di privacy, liberta di espressione,
Innovazione, etc..) ha stilato una lista di software per
la messaggistica istantanea, valutando alcune
componenti particolarmente importanti per la privacy.

* | criteri di valutazione sono stati | seguenti:

Cifratura del traffico, cifratura end 2 end, autenticita
della comunicazione, auditing del software,
documentazione adeguata, etc..

https://www.eff.org/secure-messaging-scorecard
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Per ogni strumento vedremo:

* A cosa mi serve? Cosa mi offre?
 Come si colloca nel threat model?
« Come si Installa

e COome SI usa

« Come funziona

* Install fest! =)
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www.gpg4win.org

g% mein dffentlicher Schliissel - Nachricht {Nur-Text)

Datei Bearbeiten  Ansicht  Einflgen Formak  Extras  Akkionen

=1 5enden | [ & | 1 optioren... | B [Er B | v|| v| F &

an... | Iadele@gnugg.de ———
e | ® Gpgdwin Setup Eo®N

Betreff: Imein dffentlicher Schliissel

————— BEGIN PGP PUBELIC KEY BLOCE————- PG\YIWiN Completing the Gpg4win Setup
Version: GnuPsc wl.4.3-cwvs (MinglW3z) Wizard

wRGiBEPEOLIAREADP 1L TESRED I juddLorggk0d zEh44s3EwyD ) 5EowpdETnpX
UnvQSnoP2LabzHPs IVINiWVlgers SvzP MvCOb 650% 6QWKTQS hE+E ZEVEL S B Gpg4win has been installed on your computer,
EgoslbMIvkAiyWIbhx TPo/ MhXavt ANghEZQTMuFxnZ WEEZMSF ebhTme CWHIgwC o
WEesWEILTIILERVN TIFOLgSkELAT+nePfRIg?YUDEC A JAINTGLjajhr EOMExA
rDWgFZ iDiaHZ 102bGWiNEhin Thip) IfasFdnregqd i/ HgOR7PGEeCExaZ 4FCE
J4oenyvexpilaRarEP2 00mEVLVgs3Z+MiavaVBgf XTJ4mgTE in+£=s3x03 3 MDE]
S/ SBACRrGeCUAJZ9xdy/ mEiFicEenBejua RO TINNQlw3 3ChhFYgPe AZ A3 w
D78kHwDuuIgEThE+ed4bh TAAERANVUOOmkZaHA/ 3£ TmIfokuoJSnIm¥WC = FQU
goiLAFcZmdbRovVidydc lKZKGOEh?GNIRLnalsHasogGE j Tar opasyphndp
SEVpbmUgPGhlalSyalNoaEEkdVee 2 Vs ZG0vZi sk ZTE IVAQTEQIATATICOSTT
Iw¥LCOgHAWIEFQITAwOTAGMEAhdEAhe AALACTECgEer JIXI 48y UANS +K51EY
ONe 6w Zmt d3GNPYkulJdikZ0hEZ iUTrSwES3 £y E4+Mb Ikubb kEDQRD NI wE LD kg
Gz lF0i7GERA0d 1L uit gl ScffEbNCEREOTIEREwn l hFt¥bhp3xLaPol6B8vn
EU3zzcZRR3 i3 IeiknZ 0NdUsIFEg2 Ywis 1/ 2Cecgz 3Mndexprmbp e 29 Dnakd?
VYFUIFVONn1 T4 IFGRyOar WO 7aSf R r E+iTuS AAwTEA Th s fAXTIPL EV v dv
mnSGPgka/ LeyTur Mnd 153 L8 T+FgEohkg Il eNSECougoe vse J0mF +a0d+vdoC
Z1e0REQYFOEVERS GePE+O6TTORLREEJEadovEmD / G2 OVhHygqaC Ry W Ao TH4 W
o JPHgtE+InnE 2 ap IThGFAQD I EREGEECAARFAKPEOS ICGywACgRkQKopaskle Click here For the project's homepage
pACETyuODallinalsOR0GGCTE InV+eShiiingE+xv Y isec X JGOWIEI Xj460dSTF
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Click Finish to close this wizard.

Show the README file




Cosa mi offre?

Confidenzialita: cifra file ed emaill.
Autenticita
Integrita

Uno dei sistemi crittografici piu forti e usati al
mondo!

VicinoLontano 2015



Da chi mi protegge?

VicinoLontano 2015



Come si Installa, come si usa®?

 Andiamo a fare un salto su:
http://www.deepdotweb.com/2015/02/21/pgp-tuto

[)ial-for-windows-kleopatra-g pgdwin/
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http://www.deepdotweb.com/2015/02/21/pgp-tutorial-for-windows-kleopatra-gpg4win/
http://www.deepdotweb.com/2015/02/21/pgp-tutorial-for-windows-kleopatra-gpg4win/

/\ WARNING
INTERNET
IN USE




cCase scenario

Email di lavoro

Non vuol che gmail sappia cosa dici/cosa ti
niace/chi sel

Datl medicl sul proprio computer

~oto “allegre” ? )
Chiavette, dischi esterni
Dropbox e altri cloud
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4 Yidalia Control Panel

- Skakus

Funning

- el

*J Are you using Tor? - Mozilla Firefox

File Edit Mjew Hiskory  Bookmarks Tools  Help

) ’ @ m @ https:icheck torproject.c

d About Tor || Tor hidden wiki ﬁ TorCheck. at xenobite, ..

Congratulations. You are using Tor.

Flease refer to the Tor webstte for further mformation about uaing Tor safely. |

check. torproject frg E Taor Enabled




Da chi/cosa mi protegge?

Privacy: Sl

Anonimita: Sl
Navigazione: Sl

Mail: No
Confidenzialita: Forse...
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Come siI Installa?

e Si Installa? No! Si scarica!
e https://www.torproject.org/download/download
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Come SiI usa

e Come un normalissimo browser..

* Con alcune accortezze: cerchiamo sempre sitl
*https”, e non divulghiamo | nostri dati sensibili.
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Come funziona?

Entry guard  _ gcrvpted by Tor

j : === Not encrypted by Tor

Tor client ou® ! =
Tor ¢

~4  network * Destination

Middle r;} ﬁ’

Exit relay

=




Come funziona

Neighbor wd i

vou IR .. ISP Website

NORMAL DIRECT CONNECTION

Neighbor d
o B NEN N

You B ISP Peer Peer Peer Website

Wireless — Normal — Encrypted

ENCRYPTED ANONYMOUS CONNECTION
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Case scenario
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DarkWeb, tor2web

e “Tor Is a software project that lets you
anonymously browse the Internet. Tor2web Is a

project to let Internet users access anonymous
servers.”
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RedPhone

RedPhone

security, simplified.

https://whispersystems.org
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Da chi/cosa mi protegge?

e Confidenzialita
e Autenticita

* Intercettazione telefonica fatta da praticamente
chiunque.
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Come siI Installa?

el O https:/play.google.com/s ops/dete ( : tcrime.redphone&hl=en

Cookies help us deliver our services. By using our services, you agree to our use of cookies. Learn more Got it

——

A N
p Google play

Home Top Charts

My apps :
J RedPhone :: Private Calls

Shop ar il
I Vhisp ystems
Games [*] Add to Wishlist

Editors' Choice

g+1 +3794 Recommend this on Google

Meme Mailwapike

Daniel Ellsberg
1 415-887-1420 MOBILE
RedPhons Call




Come SiI usa

* Dobbiamo registrarci: diamo il nostro numero e
la nostra rubrica a WhisperSystem (poco
anonimo...)

* Una volta registrati, possiamo chiamare solo
chi ha redphone
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Come funziona?
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I0S?

Signal i’ Priua‘te Messenger View More t}'_',"ThiE E'E":."'E!|{1|.:IE'r

By Open Whisper Systems

Open Whisper Systems Web Site »  Signal - Private Messenger Support »

What's New in Version 2.0.3
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TextSecure
P Google play -

Home  Top Charts

My apps

Te:-:tSec:ure Private Messenger

Shop

Communication

Games [*] Add to Wishlist
Editors' Choice

g+1 #6590 Recommend this on Google

riL
Masha Kolenkina
-.nsamn Sl

Nadulsm Tuo-.onu hvia

i b ““ Hihilist History Book Club
-.,.w

.

i) Ju

‘.'.
-9

qgwertywiop
asdfghijk.l
& zx e ¥ b nmea

Ty, . Unlgok
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Cose Offre?

e Sviluppato da WhisperSystem, offre Il
corrispettivo di RedPhone per sistemi Android:
cifratura per messaggistica istantanea. E'
compatibile con Signal (10S).
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Telegram




Come siI Installa?

/P Telegram - Android «\ & ¥ 2 S 1=6C S T2 Z v5¢815 §18
e [l ) https

Cookies help us deliver our services. By using our services, you agree to our use of cookies.  Learn more Got it

//play.google.com/store/apps/details?id=org.telegram.messenger&hl=e

Y LOC 'i;-__{it_" pla

Home  Top Charts

Telegrar

nger LLP

Games [+] Add to Wishlist

Editors' Choice
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Come si usa?
dloo

{ & Encryption Key

'30 Oktober

hey

' ‘

Jakob set the self-destruct timerto 5
seconds

VIEW PHOTO

————
1Z40PM Vv




cCase scenario

Perfetto per le amanti :P
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Bitcoin e crittomonete

) Bitcoin

NE)

File Settings

E—[-.) Send Coins

Your Bitcoin Address:

Balance:

&ll Transactions

Status

7 confirmations
7 confirmations

Help
Address Book

1A 7TBLICHMK TYKEpVPWEKFFvKhCUF 9ty

| Mew. ..

| | Copy to Clipboard

55.00
Sent/Received | Sent | Received
Date Description Debit Credit
19.8.2010 1403 To: Alice 1290t3TMyQvmncygnzCAtFagxdk2XAxFcs -45.00
19.8,2010 12:08 Received with: 1553gMwCwZTZ... (Your Address) +100.00

13 connections 75108 blocks

2 transactions




File User Tools Addresses Wallets Help

Q AH MDHY Available Wallets: Create New Wallet Import Wallet
ID Name Security Balance
Send Bitcoins 9jCTtFIH  What What Encrypted (e
Receive Bitcoins
Wallet Properties
Offline Transactions
Armory 0.87-beta / Expert User
Dashboard | Transactions
Armory is offline while scanning the blockchain @
Please be patient, scanning may take several minutes! "“

Armory will go into online mode automatically, as soon as the scan is complete.

The following functionality is available while scanning in offline mode:

* Create new wallets

* Generate receiving addresses for your wallets

* Create backups of your wallets (printed or digital)
* Change wallet encryption settings

* Sign transactions created from an online system
* Sign messages

NOTE: The Bitcoin network will process transactions to your addresses, regardless of whether you are online. It is perfectly okay to v

oo [ [ | = e e v

Connected (0 blocks)




Cosa/Dove posso comprare?

e QuiBitcoin

e Online Markets

 Bitcoin exchange
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Tunnel Cifratl

https:/Imullvad.net/en/
Compatibile con 10S, Android,
OSX, Linux, Windows!
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https://mullvad.net/en/

Cosa proteggono?

e Confidenzialita
* Integrita
e Autenticita

VicinoLontano 2015



cCase scenario
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